
be thinking about for years." — C O R Y D O C T O R O W 

R E E D O M 
AND THE 

U T U R E 
OF THE 

E R N E T 

ith J A C O B A P P E L B A U M 

A N D Y M 0 L L E R - M A G U H N 

and J E R E M I E Z I M M E R M A N N 



©2012 Julian Assange 

Published by OR Books, New York and London 

Visit our website at www.orbooks.com 

First printing 2012 

All rights reserved. No part of this book may be reproduced or transmitted 

in any form or by any means, electronic or mechanical, including photocopy, 

recording, or any information storage retrieval system, without permission in 

writing from the publisher, except brief passages for review purposes. 

Cataloging-in-Publication data is available from the Library of Congress. 

A catalog record for this book is available from the British Library. 

ISBN 978-1-939293-00-8 paperback 

ISBN 978-1-939293-01-5 e-book 

This book is set in the typeface Minion. 

Typeset by Lapiz Digital, Chennai, India. 

Printed by BookMobile in the United States and CPI Books Ltd in the United 

Kingdom. The U.S. printed edition of this book comes on Forest Stewardship 

Council-certified, 30% recycled paper. The printer, BookMobile, is 100% 

wind-powered. 

C O N T E N T S 

I N T R O D U C T I O N : A CALL TO CRYPTOGRAPHIC A R M S 1 

DISCUSSION PARTICIPANTS 7 

EDITOR'S NOTE 11 

NOTE O N THE V A R I O U S A T T E M P T S TO PERSECUTE W I K I L E A K S 

A N D PEOPLE ASSOCIATED W I T H IT 13 

INCREASED C O M M U N I C A T I O N VERSUS 

INCREASED S U R V E I L L A N C E 21 

THE M I L I T A R I Z A T I O N OF CYBERSPACE 33 

FIGHTING TOTAL S U R V E I L L A N C E W I T H THE L A W S OF M A N 41 

PRIVATE SECTOR SPYING 51 

FIGHTING TOTAL S U R V E I L L A N C E W I T H 

THE L A W S OF PHYSICS 59 

THE INTERNET A N D POLITICS 67 

THE INTERNET A N D ECONOMICS 87 

CENSORSHIP 113 

PRIVACY FOR THE W E A K , T R A N S P A R E N C Y 

FOR THE P O W E R F U L 141 

RATS IN THE OPERA HOUSE 149 

E N D N O T E S 1 6 2 


